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1 Introduction

When you distribute your Limnor applications to your users, you may want restrict who may modify
your applications and who may change the configurations of your applications. You map also restrict
parts of your application to authorized persons only.

2 User Management

Application security is based on user management. You need to create user accounts and give access
rights to user accounts. In this way you may control your application security.
To access user management, choose menu “Project | Users’:
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File 3

Edit 3

Praoject k Project explorer
Tools k Action lists
Distribution  # Ilsers

Help ¥ Application Map

Petfarmer bypes. ..

Databases
Languages...

Runtime settings

2.1 Administrator Account

You control application security through the administrator account. An administrator account has al

the access rights.

You must log in with an administrator account in order to create new user accounts and change

privileges of each account.

By default a new Limnor application is not secured, and no user accounts are created. Thereis no

administrator account for a new application.

When you access security feature or use management feature the first time for an application, you will
be required to create an administrator account for the application.

855! Set up administrator

Log in name

|
Choose an aliss as the

lag in name for this
account

Password

——
—

Tupe the paszword of your choice
twice into the above bwo test bores,

@: Create administrator
=l |

oK
Cancel

Adrinistrator
accounts have the
permizsions to
cany out all
activities. To enable
security features for
your applicatian,
there must be at
least one
administrator
account.

2.2 Log On/ Log Off

2.2.1 Design Time Log On/Log Off

At anytime there can be one user logged on.
Choose menu “File | Log on” to log on to an account:
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» Meww application
Edit 4 Save application
Project b Run application
Tools 3 Create shortcuks
Distribution  » Install applications
Help ] Library

C!ange password
Unregister...
Exit
Typein Log in name and password:
55! User log in @
L<) Log in

Login na@
Password: @

0K J Cancel ‘

To log off, choose menu “File | Log off <user name>":

File P Mew application
Edit 4 Save application
Froject 3 Fun application
Tools 3 Create shortcuts
Distribution  » Install applications
Help » Library

Log off Admin

Change password

Unregister...

Exit:

2.2.2 Runtime Log On/Log Off

At runtime when a protected page is accessed, it will request user log on:
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55! User log in

X

Log in name: ]Llser1|

Passwaord: ]***

L<) Log in

0K J Cancel

Once auser islogged on, you may access protected pages authorized to the user.
To log off, press F2 key. One of following happens.
If the application file (the ezp file) is not read-only then the application will go into design
time. If you do not want this to happen then you should set the application file read-only.
If the application file (the ezp file) is read-only and the current logged on user has Viewer role
for the Application performer then the runtime configuration dialog box appears. Click “Log

off” button to log off.

Runtime setti ngs

%]

d
%

Runtime configuration

Update zchedule

Information upload zchedule

[atabaze connections

Other canfigurations

Debug race ‘ Change pazswiord

Remaove licenses

Shutdown ‘ Log off | Finish

For all other cases, it will ask for log on. Cancel the log on dialog box will log off current

logged on user:
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o2 User log in

5

Lc) Log in

Log in name: ]

Pazzward: ]|

oK J@

2.3 User Accounts

2.3.1 User Groups
You may create user groups for easier user management. To create the first user group, select “All
Groups’, click “New” button:

-

55 User list

You need to give a name and description for the new group:

User group

s User Group

Parert group: | All Groups

Group narne: ;G roup 1

Description: The first group far testing

(u]4 ] Cancel I

In this way you may create many groups.
You may create sub-groups for a user group. Select the user group, click “New” button, give a group
name, then the new group will be a sub group of the selected group:
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55 User list
74 2
Edit Rightz | Help

-l _ﬂ! Al Groups : 50
fﬁ Users

- 5‘5 Graup 1
t’ﬁ zers
] Group 1 &

+ _ﬁ' Graup 2
You may change the group relationship by simple drag/drop. You may drag a user group and drop it to
another group to make it become a sub-group of the other group.

i i
Mew

Delete

2.3.2 Create User Accounts

To create anew user account, select a“Users’ node and click “New” button:

55 User list

S| R
Mew ' Edit | Delets

- ,ﬁr All Groups
£ Users

+- e Group 1 A
2B Grouo 2

You need to specify a“Log in name” and “Password”:

2

Rights | Help

g Set up administrator

Create user account

—Log in name

k.
[Used
Choose an alias as the Cancel

log in name for thiz
accont

— Pazzword

—

Type the pazzword of your choice
twice into the above bwo text boxes.

To make sure the password you type is right, it provides two text boxes to let you type the password
twice.

The new user account will be created in the selected user group. To assign the user account to another
group, drag the user and drop it to the group:

I= _ﬁf Al Groups ] User list

Account name | Login na

|
=7 drag drop to it i L
- dge Group | Admin Adrnir
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Note that once an account is created even an administrator cannot change its password. To change the
password for an account, you must log in to the account. Once logged in, choose menu “File | Change
password”:

File

Edit
Project
Tools
Distribution
Help

Mew application
Sawe application
Run application
Create shortcuts
Install applications
Library

r v r wwrw

Log off Userl
Change password

Urireqgister. ..

Exit

3 Security Roles

A user may have security roles (Administrator, Designer, or Viewer) for different security targets
(Application, pages and projects).

3.1 Application Protection

The Security property of the Application performer determines the type of protection for the
application.

= PRI T T = | 1 =T TRITTE =

Project browser =+d:\l Properties _|_-! -
% bon 1% o Application L]
Edit | Mew | Delete | Map ;;-:

+ <%, Thiz application
Z ot p|-:| 3 ictire [
Hot protectsd
5 HotProtected
Task List Desizner
DiebugFile WViewrer

Once the Security property is set to Designer or Viewer, the application is protected. There is no
difference between Designer and Viewer types. If currently there is not a user logged on then the
Security property becomes read-only. You must log on to an account with Designer or Viewer
privilege to the Application to change or view the properties of it.

Privilege\User Role Application Viewer Application Designer
View Application properties X X
Change configurations X X
Change Application properties X
Design the application X

If you want to distribute your applications to your customers but you do not want your customers to
modify your applications then you may set the Security property to Designer or Viewer; and create
user accounts of “Application Viewer” role. You tell your customer the user accounts and passwords.
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Your customers run your applications and press F2 key to log on and do configurations or change

passwords.
The next section describes how to make a user to be an “Application Viewer” or an “ Application

Designer”.
3.2 User Roles for Application

To change user roles, you must log on to an administrator account.
Select the user you want to change itsroles, click “Rights’ button:

55 User list
o | { s )2
Mew | Edit | Delate | Rightz I Help
- .ﬁ’ -"-';"GIDUDS | User list
*_!! Uszers i | ccount name | Login name £
T "‘é Ein:uup'l Admin Admin .[.r
t-!a ] |Usert Uszen
- ¢+ Group T A i
' ?:i Ura Uzer
i .ﬂ‘ Elilrl:uup2 +r |User3 IL:serz

Select “Application”, click “Edit” button:

55! User rights - Account name: User3

@D@

Edit ' Help Admin | Designer

(= Thiz applization
= et - Base project

= FPage templates
Page template - Pagel
Page template - Page2
= Project - Praject 1
- Page templates
Fage template - Page3
—| Project - Project 2

Wiewer

The user roles for application can be Administrator, Designer, Viewer, and None:

Set permissions

Application

_Application permissions

€ Administrator

" Designer
e Wiewer

" Maone

Ok | Cancel ]

Note that Administrator role includes al the rights for Designer; Designer includes al rights for
Viewer. Therights for Application will be applied to al projects except for those projects with higher

privilege:
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85 User rights - Account name: User3

| 3

Edit | Help | | Admin | Designer L\Iiewer

=I- Thiz application
=] Frojset - Base project

-|- Page templatez
Page template - Fagel
Page template - Page?
|- Project - Praject 1
= Page templates
Fage template - Page3
|- Project - Project 2

In the example above, the user has Designer privilege for Project 1.

3.3 User Roles for Groups

If auser account belongs to a user group then the user will assume the user roles of the user group.
You may still assign user rolesto the user; but the user roles assigned to the user will not be used until
the user is moved out of the user group.

a5 User list
@ | w | CE ) Ry 4O
Mews | Edit | Delet Rightz |“Help

= ﬁ' All Groups Sub gron
g"} Users

=] ‘E‘ Gbloup‘l

o3 Users

L5
g.f! Ozers

= B Femam 2

When you select a user belonging to a user group and click “Rights’ button, a message box appears to
remind you that the user roles you assigned will not be used until the user is moved out of the user

group:

User manager

\1) User rights edited from here will nok kake effect until the user is moved out of its user group, Do vou wank ko conkinue?

3.4 Page Protection

Each page has a Security property for page protection. This property can be one of following values:
Not Protected — The page is not protected
Designer — At design time the page requires a user with Designer role for this page to modify
it at design time. At runtime all users can access this page.
Viewer — At design time the page requires a user with Designer role for this page to modify it
at design time. At runtime the page requires a user with Designer or Viewer roles for this page
to accessit.
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3.5 Default Page Security

Your applications are consist of pages. You use projects to group pages. You may use Security
property of a project to define default page security for new pages.

3.6 User Roles for Projects/Pages

User roles for pages are defined by user roles for projects, not for individual pages.
To change user roles for a project, select the user, click “Rights’ button:;

Select the project you want to set user role for, click Edit button:

Select the user role you want to assign to this project:
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The user role assigned is applied to all sub-projects and pages belonging to this project. The user role
is marked by color:
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